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This is a manual to connect to a location VPN with details provided by
BlackGATE.
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B Metwork and Internet

Condrol Panel Home

System and Security

» Metwork and Internet
Hardware and Sourd
Programs
User Accounts

Appraramce and
Penanalization

Clock and Region
Ease of Access

1- = 4 @ + Contrcl Parwl + Habwork and Interet

Search Conirol Panel

v

Metwaork and Sharing Center
View nebwork status and tasks. | Comnedt o a rebwork

i

Wiew nebwerk comguters and devicss

Internet Options
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&2 Mebwork and Sharing Certer - o x
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e Rl Wiew your basic network information and set up connections
View your sctive netaorks
Change adapber settings

Change advanced sharing Hetwark Access type: Internet
sethngs Public network Connections: § Ethemes

Change your nebworing settings
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E Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

C | Set up a new network
h.'-q'r' Set up a new router or access point.
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« [Jg Connect to a Workplace
How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (WPM] connection through the Internet,

No@

—> Dial directly

Connect directly to a phone number without going through the Internet,
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Cancel
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& |[lg Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: BLACKGATE DETAILS

Destination narne: VPN Connection

[lUse a smart card
B Remermber my credentials

®y [l Allow other people to use this connection

This optien allows anyone with access to this computer to use this connection,
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+ P « Network and Internet » Network Connections w Search Network Connections 0
Organize ~ Start this connection Rename this connection Delete this connection  » - O @
= Ethemet - VPN Connection
Metwork Disconnected
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Set as Default Connection
Create Copy
Create Shortcut
© Delete
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a YPM Connection Properties

General Options Securty  Metworking  Sharing

Type of YPHN:
|an.=.ljc W |
| Advanced settings |
Data encryption:
|Dpﬁonaia’mypﬁon{wnectewmfnoamypﬁon} V|
Authentication

{®) Uze Extensible Authentication Protocal (EAP)
Microsoft: Secured password (EAP-MSCHAP v2) fencry ~ |

() Allow these protocols

EAP-MECHAPYZ will be uzed for [KEw2 WPM type. Select
ary af these protocolz for ather WP types.

Unencrypted password (PAFP)
Challenge Handshake Authentication Protocaol (CHAP)
Microsoft CHAP Wersion 2 (MS-CHAFP v2)

Automatically use my Windows logon name and
passward (and domain, if ary)
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4 4§ « Network and Internet » Network Connections w &  Search Network Connections D
Organize ~ Start this connectid i VPN Connection Properties x - X @O
=~ Ethemet General Options Secuty Networking  Shaing
k Network Type of VPN:

& Red Hat VirtlO Ethed

Iv2

Authentication
(0) Use Extensible Authentication Protocol (EAP)

O Allow these protocals

-

Properties

2 tems

EAP-MSCHAPv2 will be used for IKEv2 VPN type. Select
any of these protocols for other VPN types,

Unencrypted password (PAP
Challenge Handshake Authertication Protocal {[CHAP,
Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and doman, f any)

[ox ]

Cancel

1 item selected
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Click OK and on the screen select: Advanced settings that opens the
following details.
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é—:"ll RICD Dranaciar |
Advanced Properties *

|
LITF  IKEw2

0 Use preshared key for authentication
Key:  BLACKGATE PROVIDED DI:—I'AIL5|

i) Uge certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate
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Z VPN Connection Properties >

General Options Securty  Networking  Sharing

Type of YPN:
Layer 2 Tunneling Protocol with |Psec (LZTP/IPsec) w
Advanced settings
Data encryption:
Optional encryption (connect even if no encryption) ot
Authentication

i) Uze Extensible Authentication Protocal (EAP)

Properties

i®) Alow these protocols *__

[ ] Unencrypted password (PAP)
[+*] Challenge Handshake Authertication Protocol {CHAF‘*
Microsoft CHAP Wersion 2 (MS-CHAF v2)

[] Automatically use my Windows logon name and
password (and domain, if ary)
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Z VPN Connection Properties x

General Options Securty  Networking  Sharing

Type of YPN:
Layer 2 Tunneling Protocol with |Psec (LZTP/IPsec) w
Advanced settings
Data encryption:
Optional encryption (connect even if no encryption) e
Authentication

i) Uze Extensible Authentication Protocal (EAP)

Properties

(@) Alow these protocolz

[ ] Unencrypted password (PAP)
[*] Challenge Handshake Authentication Protocol (CHAR)
Microsoft CHAP VWersion 2 (M5-CHAFP v2)

[] Automatically use my Windows logon name and
password (and domain, if ary)

Cance
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Network
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0% VPN Connection
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Windows Security b
Sign in
Password
QK Cancel
Step 17:

Network
=

n-»ga VPN Connection

Disconnect

You are now connected with the location provided by BlackGATE.



